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The increase in the rate of cyber insecurity in the United States has led to the theft of intellectual information, identity theft, and increased spending on cybersecurity by business organizations. .Effects of cyber insecurity, the effects of cyber theft of intellectual properties and business information in the United States.
The improvement in the levels of technology has led to the infringement of goods. The counterfeiting of goods has also increased, from foods and electronics to healthcare products and jewelry. According to the IRP center, the government has captured different infringed items that have been responsible for health hazards and exposure to toxic elements. The theft of intellectual properties in the United States has increased the nation's risks of economic drop when the supply chain of counterfeited goods enters another country. For example, the counterfeiting of pharmaceuticals through the internet has allowed different manufactures to put into market goods that have been encroached on to wholesalers and retailers all over the world. This allows counterfeiters to destroy the legitimate supply chains of the original manufacturers and suppliers. Moreover, the stealing of intellectual property has led to pirating of software that may destroy computer systems and reduce computer security. Pirated music and movies are also present on the internet. 
The theft of intellectual property may have consequences to the counterfeiters. For instance, imprisonment or fines depending on the nature of the infringement, confiscation of the infringed property and suspension of the license, or sometimes loss of the business. According to this journal, the United States government has decided to employ interdiction, investigation, and outreach and training to reduce the effects and consequences brought by the theft of intellectual properties. Interdiction focuses on inspecting; investigation involves pulling to pieces of criminal organizations and training involves strong law capabilities (Foucort, 2015).
The current research on impacts of cybersecurity use this source to support the thesis that increased theft of intellectual properties and confidential business information in the United States has effects on both individuals, businesses, and the nation in general. For instance, individual's health and social interactions are affected, businesses suffer losses when counterfeited goods stay on the market for too long and the nation losses global economic relationships in general when other nations cannot trust the goods delivered by the government of the United States.
 	Effects of identity theft in the United States. Identity theft refers to the stealing of someone's personal or financial details so that to gain the advantages that come with someone's identity. This paper shows that a large percent of the U.S population are victims of identity theft and the main effect of identity theft is the loss of millions of dollars from citizens as well as businesses. The federal trade commission shows that over nine million citizens of the United States from extortion of personal or financial information such as through social engineering, phishing, dumpster diving, or data breaches. Identity theft may also lead to psychological stress brought by the pressure of trying to clear a ruined reputation, jobs, and credit and debit debts after the theft. Most people are usually not able to recognize identity theft until they receive their credit card report, receive unfamiliar bills, or start getting calls and alerts from debt collectors.
Based on this article, the four main negative effects of identity theft are financial, emotional effects, physical effects, and social effects. That is, these problems that occur as a result of identity theft may hound the person for months or years to come. Moreover, the article emphasizes that individuals and organizations can employ effective technological and physical methods to help them protect their key information from identity theft.
Therefore, this current research on the negative impacts of cyber insecurity uses this source on identity theft to show that theft of identity not only has short term effects but also the long-term effects that can affect both individuals and organizations for years to come. In general identity theft can be reduced through the protection of personal details, safeguarding of social security number, and protecting your phone and computer from unknown personnel (Ali, 2012)
Effects of cyber insecurity on increased spending in the United States.the cost of cyber-attacks reaches more than just loss of financial assets or intellectual properties as it impacts the opportunity costs of the business, damages a business brand and reputation, and also on the increased spending on cybersecurity.  Banks have proven to be the easy target for skilled and experienced cybercriminals. According to this article, cyber insecurity has affected firms in larger ways because they invest in cybersecurity in case, they are faced with it later. Therefore, this research shows how private sectors have received government incentives to raise their mitigation levels on cybersecurity. In addition, cybercrimes impose a high cost of various financial institutions in the United States as they struggle to stop fraud. The same report further insists that financial institutions spend three times on cybersecurity as non-financial institutions do. For example, these hackers target financial institutions with well-defended network systems and then exploiting weak points in these systems to pull off various heists. Customers that belong to organizations that have experienced cybercrimes such as identity theft find it hard to trust that institution to safeguard their confidential information (Gordon, 2015)
In conclusion, cybercrimes have negatively impacted the government, business enterprises, and individuals. Various organizations have had their security systems breached by unethical hackers where they have made away with massive finances and confidential and personal information. The stolen own identities are used by criminals to commit crimes and steal funds and information from other companies and individuals who lack knowledge of what is happening and only realize their losses when it is already too late. In the United States, the country has experienced massive losses as a result of the sale of counterfeit products that culprits get from stealing the intellectual rights of specific companies and individuals. The government, various enterprise organizations, and individuals must find a way to deal with cybercriminals and protect themselves from such exploitations in the future.
Possible solutions to cyber insecurity in the U.S
           The increasing dependence of cyberspace for communication, commerce, governance, and military operation has rendered the society to a hip of security issues. Justifying the risk associated with the use of cyberspace contains massive public policy problems. With the rise and of cyber-attacks, there is a compressive solution offered though they are not a one-size-fits-all solution. Nevertheless, these solutions should comprise sophisticated technology and human competence. Actionable threat intelligence, anti-hacker insurance, bug bounty programs are the most recommendable solution to the future concerning cyber insecurity (Danzig, 2016).
           Cybercrimes in the U.S have to lead to cyber theft of intellectual information, identity theft, and increased spending on cybersecurity by business organizations. Using a bug bounty program to solve this would insinuate that organization would pay some outsider or rather a friendly hacker to notify them about the security weakness. Most companies have adopted this to make sure every flaw is identified and taken care of. Companies in the likes of Google, LinkedIn, and Dropbox have already espoused this exercise.
           Anti-hacker insurance, or more referred to as cyber-insurance, is emerging in the recent days (Miller, 2018). Its choices vary with providers, but the main aspect is that they protect against security breaches and losses. Most insurers limit their charge to their client between $ 5 million and $100 million. According to statistics in October 2016, about 29% of American companies had purchased cyber insurance. For a company to determine how much cyber insurance they need to buy, it should calculate their cyber risk. They should have an understanding of how the cyber-attacks affect their assets and learn how to prioritize them.
            Another possible solution to cyber-attacks is actionable threat intelligence. It can be divided into two; real-time information and complementary actions. Real-time data is a potent contrivance that prevents and contains cyber-attacks. A costly consequence comes when a lot of time is taken to discover or identify a hack. IT experts believe that early notification of fewer than 10 minutes is sufficient to disable a hack or threat. Advance notification of one minute can reduce the cost by nearly 40%. Detecting a cyber-attack early is important, but most companies take approximately more than 210 days to detect a malicious attack.
           On complementary actions, firms and companies can apply smaller tactical steps to shield themselves. These steps include; 1) sanctioning a multi-layered security scheme which ensures that the whole enterprise is covered, all endpoints, mobile devices, applications, and data. They should ensure they utilize encryption and authentication for data and network access—2) patching frequency. A patch is an update code in existing software. It fixes a bug, identifies vulnerabilities, and installs new drivers or addresses stability issues on the software.
           In conclusion, due to the upcoming issue of frequent cyber-attacks, the big question remains whether we should stop innovating for fear of cyber-attacks? The answer isn’t exactly, but it could be obliging if cybersecurity is seen as concerning a matter of ethics (Brown,2014). Cybersecurity should not be just a matter of technology but as morality in society. It is unethical to sell a technology product that later leaves the consumer vulnerable. If there were ethical codes like medicine and law in other sectors, then the world of technology would be better as the seller would protect their consumer like a doctor protects the patient.
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